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Brief Intro

m Who am 1?

I've been in the IT industry for about 12 years
Worked with authentication directories for 9 years
Focused on Security in the enterprise for last 8 years
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What are authentication directories?

m Typically designed like a folder structure
(think Windows explorer)

m A Database In disguise
Tweaked to store user and application data

Easily modified to contain additional
iInformation.

m Just a useful way to store user data
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" A
What iIs the use of directories

m Applications can use them for storing data
Phone numbers
Email addresses

m Systems use them to verify credentials
Password
Usernames
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"
Many types of directories

m X.400
Old Email systems
m X.500

Novell's NDS (or e-Directory)
Microsoft Active Directory
Sun Microsystems Directory One

m X.509
PKI (Public Key Infrastructure)
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LDAP

m Stands for Lightweight Directory Access
Protocol

LDAP was defined in order to encourage adoption of X.500 directories.
LDAP defines a relatively simple Protocol for updating and searching
directories running over TCP.

m NOT a directory In itself

This is just the method that is used to communicate with the directory
Yes, there is a DAP, (Directory Access Protocol)
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" I
What am | looking for?

m How things are organized
Where are the users located?
Where are the groups located?
Where are the resources (printers and such)?

m \WWho has access
Who are your admins?

m What Groups are used
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" A
Basic tools to use

m Active Directory for Users and Computers

Native tool for Windows 2000 and higher servers

m System Tools DumpSec
(I's FREE!)

m Hyena
(It's not ®)

m ADSI Edit

Another native tool
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Active Directory Users and Computers

a.‘,'{' Active Directory Users and Computers

@ File  Action Miew  Window Help

=10 ]

| =Lel ]

= | Efm| .|

B egflava s

@ Active Direckary Users and Computer:

fakedomain.com 7 objects

-] saved Queries
E@ akedomain. com
[ Buikin

CI Computers
{&5] Domain Controllers

@ Enterprise Users

(2 ForeignSecurityPrincipals
[&] Resources

o[ Users

Mame | Tvpe | Description |
[CBuiltin builtinDamain

DComputers Container Default container For upar...
(£ Domain Cantrallers Organizational Unik Default container For dom, ..
Enterprise Users Organizational Unit

DForeignSecurityPrincipaIs Container Default container for secu...
Resources Organizational Unit

[(users Container Default container For upar...
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DumpSec

#35omarsoft DumpSec (formerly Dumpacl) - 4 \NS187W2K3ENT {local)
Eile Edit ZSearch Report Wiew Help

=101 %]

Path {(exception dirs and files)

Account  Own  Permission

4
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Hyena

jE Hyena ¥5.2

=0l x|

File Edit “iew Toolz Help
ZEQR YT MAA[dIF He |

Sllenavs2
; .:,.l'!' Enterprise
- FAKEDCMATN
l #-[&5] Containers/OUs
EI E@ Damnain Controllers
@B Ns1ETWRKIENT
Eﬂ Servers
m Al Groups
Elﬁ Al Users
ﬁ Administrator
ﬁ External Yendor (External Vendor)
ﬁ Good Guy, Admin {Good Guy, Admin)
& Guest
ﬁ Johin &, Doe (John &, Doe)
ﬁ John B, Doe (John B, Doe)
ﬁ John C. Doe {John C, Doe)
ﬁ John O Doe {John D, Doe)
- rbtgt
ﬁ Power User {Power User)
ﬁ Sean K. Lowder {Sean K, Lowder)
& SUPPORT_388945a0 (Ch=Microsoft Corporation, L=F
[]--ﬁ Global Groups
[]--ﬁ Local Groups
B
M

]--m Universal Groups

f-3 Computers i
1 | 3

|http:,l',l'www.systemtools.com |12 directory ohjects Found in LDAP: /RS 187W2KIENT

I
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Group Policy Objects are Your Friend

m Group Policy Objects allow for method to
distribute various settings to multiple
objects.

User objects
Computer objects

m The First place to check for general
account and computer settings.
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" J
Group Policy Objects (2)

m GPO'’s have two pieces
Settings
= What will be applied
Rights
= Who (or what) will get the settings

m Both must be configured for the GPO to
work correctly
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AD Users and Computers

£# Active Directory Users and Computers

@ Bile  Action  Wiew  Window  Help

=101 %]

=181

- mm e

BN

eBavaa

-1 Saved Queries

[ Builkin

[:l Carmpute
@ Dornain ¢
@ Enterpris

SR okeconian, g

@ Active Directory Users and Computer: | Fakedomain,com

1Z objects

Delegate Conkral,..

Find...

Connect ta Domain. ..

Conneck o Domain Contraller, .

([ Fareigns  Raise Domain Functional Lewvel, ..

[0 Lostandr Operations Masters...

(L] MTDS G

D Program e D

@ Resource All Tasks >

D Swskem Yiew »
[0 Users

Mew Window From Here

Refresh
Expart List,..

Properties

Help

[:lFl:ureignSecurityPrincipaIs
Infrastructure
[(ALostandFound

[CANTDS Quotas
|:|Pr0gram Data
Resources

DSystem

DUsers

Container
infrastruckurelpdate
lostandFound
msD5-QuotaCantainer
Container
Organizational Unik
Conkainer

Conkainer

Pre-wWindows 2000 ... | Mame | Type | Crescripkion |
[CDBuitin builtinComain
[ computers Conkainer Default conkainer For upar...
Domain Conkrallers Organizational Unik Default container For dom...
Enterprise Users Organizational Unik

Default container For secu...

Defaulk container For orph...
Cuota specifications cont. ..
Defaulk location For storag. ..

Builtin svstem settings
Defaulk container For upgr...
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" J
Default Domain Group Policy

fakedomain.com Properties i |

Generall kanaged B_l,ll I:Il:uiectl Security  Group Palicy |

i
g Current Group Policy Object Links for fakedomain
N

Group Policy Object Links Mo Override | Dizabled

EDefault Domain Policy

Group Policy Objects higher in the list have the highest priariby.
Thiz list obtained from: nS18 w2k 3ent fakedarmain, com

New | add. | Edt | s

Options. .. | Delete. .. | Properties | [z |

[ Elock Palicy inheritance

Ok I Cancel | Spply |
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No Override options

m On all “Global” settings,
ensure this is checked.

This ensures these settings
are inherited throughout
the domain

If this is check the settings
should be limited to
mandatory configurations
(e.g. password length,
password age)
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Default Domain Policy Options
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Link Dphians:

Mo Owerride: prevents other Group Policy Objects from
I S . =
overmiding policy zet in thiz one

r Dizabled: the Group Policy Object is not applied ta this

container

o]

Cahcel

Sean K. Lowder ©2004

16

16



"
Default Domain Policy / Security settings
fakedo

Generall Managed Byl Dbiecll Securty  Group Palicy |

L
q Curent Group Policy Object Links for fal REETEATETT S T8 ST =0
M —

Gereral | Links  Secuity | witdl Fiter |

Group Policy Object Links | M GIOUp Of USET Names:
Default Domain Paolicy

€7 CREATOR OWNER
ﬁ Domain Adminz [FAKEDOMAINAD omain Admins)
ﬁ Enterprize Adming [FAKEDDMAINAE nterprise Admins]

ﬁ ENTERPRISE DOMAIN COMTROLLERS
F e YT

Add.. Bemove

Group Policy Objectz higher in the list have the highe
This list obtained from: nB1 37wk 3ent fakedomain. c Bt o Aotz Usme

Mew | add. | Ed | Full Carntrol

Read

Wwrite

Create All Child Objects
[ Block Policy inheritance Delete All Child Objects
Apply Group Palicy

0K C: ) o .
—l ; For special permizzions ar for advanced settings, Advanced |

click Advanced.

Dptionz... | Delete... | Properties |

(0] 4 I Cancel | Apply
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"
Account Policies

m Password Reset times

m Password Lengths

m Password complexity

m Change frequency

m Account lockout threshold and features
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Default Domain Policy / Password settings
JRI=IE

File Action Wiew Help

= |BE|xB @

_=_;§° Defaulk Domain Policy [nS157w2k3ent. Fakedomain,com] Polic | Palicy  # | Policy Setting
B, Computer Configuration EnForce password history 12 passwords remembered
D Softwsare Settings [R8]Maximum password age 42 days
=-@ indows 5ettings [R8)Minimum password age 1 days
| Seripts {StartupfShutdawn) Minimum password length 7 charactars

F‘assword must meet complexity requirements Mok Defined
Store passwords using reversible encryvption Disabled

: Account Lockout Policy
-2 kerberos Palicy

=8 Security Options
[]---ﬁ Ewvent Log
B-[_& Restricted Groups

-8 System Services

-8 Reqistry

28 File System

E-Y wireless Network (IEEE 802.11) Policies
=-[Z] Public Key Policies

E-[Z] Software Restriction Policies

[]--‘g IP Security Palicies on Active Directory (Fake
-1 Administrative Templates

EI@ User Configuration

(2 Software Settings

[Z] Windows Settings

- Administrative Templates

< | i
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" A
Default Domain Policy / Account Lockout settings
=10/ ]

File Action Wiew Help

e OB 2

j“—j Defaulk Domain Policy [n51587w2k3ent.fakedomain, com] Polic | Policy  # | Paolicy Setting

E@ Computer Configuration [38] account lockout duration 0
t (3 Software Settings [28] ccount lockout threshold 3inevalid logon attempts
=@ Windows Settings Reset account lockout counter after 30 minukes

| Scripts (StartupfShutdown)

- Hg Security Settings

EI@ Account Palicies

-2d Passward Palicy
Account Lockout Policy
=8 Kerberos Policy

Elﬁ Local Policies

B Audit Palicy

& |Jser Rights Assignment
=& Security Options
[]---ﬁ Ewent Log

-8 Restricted Groups

-8 System Services

-8 Registry

=-{_ File System

[

[

[

1-F Wireless Network (IEEE 802,11) Palicies
7~ Public Key Policies
(7] Software Restriction Policies
[]--‘g IP Security Policies on Active Directory (Fake
-1 Administrative Templates
EI& User Configuration
{20 Software Settings
- windows Settings
D Administrative Templates

1 | i
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" J
Administrative Groups

m Local Administrators Group

Gives total access to machine / domain by
default.

m Group “Domain Admins”

Gives you NO rights / access by default

Added to the “Local Administrators Group” in
all member servers and member PCs
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" J
Rogue accounts

m First and foremost, “DON’T PANIC”

m These are not that well known or used

The hiding technique is a carry over from a
NDS “hack”

I've only seen this once in all my audits

m To Implement this “Administrator”
privileges are necessary.
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What's the big deal?

Island hopping
m Think beach-head warfare

Port redirection
= This will get around most firewalls

Windows environments like to share
m Cached credentials
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How to “Hide” accounts

m All directory entries are objects that have
access control lists (ACLS).

m These ACLs can be utilized to “hide”
accounts from normal users or even
ADMIN users.
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"
Demo

m First thing...a WARNING

It is VERY easy to make modifications to your
directories that will render it unusable.

Use the “Two-sets” of eyes principle when
doing the following type of directory review.

m Next thing...this is fairly advanced hiding
to demonstrate the concept. There are
other ways as well. ®
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Active Directory Users and Computers
(default view)

3/10/2004

-.‘,"-I' Active Directory Users and Computers

@ File  Action Miew  Window Help

=10 ]

| =Lel ]

= B@meERE

B egflava s

@ Active Direckary Users and Computer:

fakedomain.com 7 objects

-] saved Queries
£ 50 [
(L Builtin
CI Computers
{&5] Domain Conkrollers
@ Enterprise Users
(2 ForeignSecurityPrincipals
[&] Resources

[ Users

| Descripkion

Mame | Tvpe

[CBuiltin builtinDamain
DComputers Conkainer

(£ Domain Cantrallers Organizational Unit
Enterprise Users Organizational Unit
DForeignSecurityPrincipaIs Container
Resources Organizational Unit
DUsers Container

Default container For upar...
Defaulk container for dom..,

Default container for secu...

Default container For upar...
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"
Active Directory Users and Computers

-.? Active Directory Users and Computers

<3 File  Action
& = |BE

View Window  Help

=10l x|

JEETE

@ Active Direckar

(21 Saved Que
E@ f akedomain
7l--[_] Builkin

[ Comput
@ Damain
(5] Enkerpr

&dd/Remove Columns... E ’E
Large Icons
amall Icons Type I Descripkion
List _ builtinDomain
& Detail Cantainer Default conkainer For upgr. ..

IJsers, Groups, and Computers as containers

Filker Cptions. ..

Cuskarnize, ..

K — &

Organizational Unit
Organizational Unit
Conkainer
Organizational Unit
Conkainer

Default container For dom. ..

Default container Far secu...

Defaulk conkainer For upar...

|Enab|esll'disables advanced Features and objects
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"
Active Directory Users and Computers
(Advanced view)

-.‘: Active Directory Users and Computers

@ Eile Action Wew Window Help

=10.x|

JRETE

e EE Y

eBlavaao

@ Active Directory Users and Computer:
D Saved Queries

[ Domain Controllers

@ Enterprise Users

D Foreign3ecurityPrincipals
(7 LostandFound

[ NTDS Quotas

[Z3 Program Data

@ Resources

D Syskem

B[] Users

K — 3|

fakedomain.com 12 objects

Mame I Type | Drescription

[CBuiltin builtinDamain

DComputers Conkainer Default container for upgr...
Domain Controllers Organizational Lnit Default container for dom...
Enterprise Users Organizational Unit

[:IForeignSecuritvPrincipaIs Cantainer Default cantainer for secu. ..
Infrastructure infrastructurelipdate

[CALostandFaund lostandFound Default container for arph,..
DNTDS Quatas msDI-QuokaContainer  Quota specifications cont...
[:IProgram Data Container Default location For storag...
Fesources Organizational Unit

[:ISystem Conkainer Builtin svstem settings
[(dusers Cantainer Default cantainer far upar...
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DumpSec Users & Groups

Dump Users as Table |

Awailable fields:

AccountT ype —
Comment

HomeDrive

HomeDir

Prafile

LagonScript

Workstations
PawdCanBeChanged
PawdLaztSetTime
PawdRequired

PawdE spires

PawdE spirezTime
AcctDizabled

AcctLockedDut

AcctE wpiresTime LI

v Show nommal user accounts

A >

<- Remaove

tove Up

tove Dawn

Cancel

difige

Selected fieldz [in sort order]:

|Jzert ame
GEroups

GrDuEEomment

[~ Show computer accourts

Dump Groups as Table

Available fields:

GroupT ype

temberType

v Show nomnal uzer accounts

x|

Selected fieldz [in sort order):

<-Remove

Move Up

Maove Dawn

oK.

Cancel

_cBemore |
_MeveL |
[
e
[ |

Grou

Grouphdember

[~ Show computer accounts

v Show "tue" last logon time [i.e. search all logon serversk

¥ Fully expand groups [handle case where local group in resource domain
includes global group from master domain)
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Differences from DumpSec report

#3Somarsoft DumpSec (Fformerly Dumpacl) N5187W2K3ENT (local) _|E| ﬁl

Flle Edt Search Report Wiew Help

UserName Groups GroupComment

Administrator Administrators fdninistrators have conplete and unrestr

Administrator Domain Admins Designated administrators of the domain

Administrator Domain Users All domain users

Administrator Enterprise admins Designated administrators of the enterpr

Administrator Group Policy Creator Owners Hembers in this group can modify group p

Administrator Schema Adnins administrators of the schema
unrestr]

BADDude Users All domain users

ExtVendor Users All domain users

GoodAdnin Admins Designated administrators of the domain

GoodAdmin Users All domain users

Guest Guests A1l domain guests

Guest Guests have the same access as nembers o

JDoen Users A1l domain users

JhoeB Users All domain users

JDoet Users All domain users

JDhoeD Users All domain users

krbtgt Users A1l domain users

Pouwerll Users A1l domain users

SLouder Administrators Administrators have conplete and unrestr

SLouder Domain Adnins Designated administrators of the domain

SLouder Domain Users All domain users

SUPPORT_388945a8
SUPPORT_388945a0

<

Domain Users
HelpServicesGroup

Found 13 users

All domain users
Group for the Help and Support Center

jooao?

3 Somarsoft Dumpsec (formerly Dumpécl)

Fle Edt Search Report Yiew Help

N518TWZK3ENT (local) (=] ]

UserHame FullHame AccountType
fidministrator User
ExtUendor External Uendor User
GoodAdmin Good Guy. Admin User
Guest User
JDoen John A. Doe User
JDoeB John B. Doe User
JDoeC John C. Doe User
JDoeD John D. Doe User
krbtgt User
Powerl Pouwer User User
SLowder Sean K. Louder User

4

SUPPORT_388945a8 CN=Microsoft Corporation,L=Redmond,S=Washington,C=US User

Found 12 users

o000t 4

m  Report on left run with Admin privileges, report on right run with GoodAdmin
privileges, note number of users

m  Any problem here???
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One place to look

m Remember, Groups
are objects too!!!

m Just because you
don’t have access to
the ID, you MIGHT
have access to the
group.

m Report on right run as
GoodAdmin ID.

3/10/2004

#:Somarsoft DumpSec (formerly Dumpdcl I5187W2K3ENT (local} -3 x|
File Edit Search Report Wew Help

Group Grouphember

Account Operators =
Administrators Adninistrator

Administrators BaDDude

Administrators Domain Admins

Administrators Enterprise Admins

Administrators SLowder

Backup Operators

Cert Publishers

Domain Admins Adninistrator

Domain Admins GoodAdmin

Domain Admins SLowder

Domain Computers

Domain Controllers

Domain Guests Guest

Domain Users Adninistrator

Domain Users BADDude

Domain Users ExtUendor

Domain Users GoodAdmin

Domain Users JDoen

Domain Users JboeB

Domain Users JboeC

Domain Users JboeD

Pomain Users krbtgt T
Domain Users Poweryu

Domain Users SLowder

Domain Users SUPPORT_388945a8

Enterprise admins Adninistrator

Group Policy Creator Ouners Adninistrator

Guests Domain Guests

Guests Guest

HelpServicesGroup SUPPORT 388945a0

Incoming Forest Trust Builders

Hetwnrk Confinuratinn Aneratnrs d|
Found 28 groups 0o0oos 2
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" J
Other places to look

m Member servers and workstations

Check the group membership on these as
well.

m Remember, If it JIDLR (just doesn’t look

right), there is probably something there.
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Questions???
Email: Sean@Lowder.com
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References and Additional Resources

Hacking Exposed Network Security Secrets & Solutions Forth Edition
Stuart McClure, Joel Scambray and George Kurtz
McGraw Hill / Osborne Publishers
ISBN 0-07-222742-7
Hacking Exposed Windows Server 2003
Stuart McClure, Joel Scambray
McGraw Hill / Osborne Publishers
ISBN 0-07-223061-4
Windows 2000 Active Directory Survival Guide
Richard Schwartz
John Wiley & Sons, Inc. Publishers
ISBN 0-471-35600-X
Windows 2000 Administration
George Spalding
McGraw Hill / Osborne Publishers
ISBN 0-07-882582-2
Hyena and DumpSec available at www.systemtools.com

http://dret.net/glossary (look up X.400, X.500, X.509, LDAP)
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