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Prologue

A Before Fall 2005security facet of data
network

A Forensic function exists
A No CISO

Ab2 aF2NXIFEE¢ L¢ {SOdz
A A single IT policy in place




The university itself, when viewed from outside, begins

with a shell, an encasing structure of administrators and
other service personnel whose purpose in life is to

manage the relationship between the outside external
worl d and the productive uni
The shell protects the academic enterprise T a collection

of guilds i from inappropriate intrusions from the outside
world, whether political or otherwise, and ensures that the
academic enterprise meets its obligations to serve its

many constituencies

- John V. Lombardi, LSU System President

The Shell and the Guilds

\Y

er si




GREEC

o
Mi | es

3
A
EA

E

100

"
o
>\

S KA
% Olympia”; ps S\

t
alamigy.

L.

I
all

CARILA
=@

ilatus =+~

W - i

N

e 55_‘}’5 3 ?Q’;i

N

Ro it




Louisiana State University

Al 2dA &ALl yI iquS ADSNBAGE
university campus located in the caplt city of Baton Rouge

T ~30,000 students
I ~4,500 faculty/staff

A First CIO hired in April 2005

~

AL¢ 2NABFYATIFIGAZ2Y aNB2NHFYAT S
I Office of CIO (HR/Finance, Security/Policy, Communications/Planning)
I 4 divisions (NI, RE, UIS, USS)

A Strategic planning processvww.Isu.edu/fitsg Lsu

FLAGSHIP IT STRATEGY:
SUPPORTING LSU'S ADVANCETO NATIONAL PROMINENCE

i Community authored

i Tightly linked to University National Flagship Agenda
I 10 recommendations/84 action items

i Starting now complete 2011
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http://www.lsu.edu/fits

CHIEF INFORMATION OFFICER
Brian D. Voss

Assistant o the CIO

Office of the CIO
hﬁ! E Regents

IT Human & Financial Resources

IT Policy & Sacurity

OUIS

e heissians Horey IT Planning & Communication

Technelogy Advisor to the CIO

Charles P. McMahon
Execufive Director

Ralph 1. Bod
Emeculive Director

Foculty Ligison

INFORMATION TECHNOLOGY SERVICES

Metworking & Research IT University User Support
Infrastruciure Enablement Infermation & Student IT
Systems Enablement

Executive Direclior
& Deputy CIO Executive Direclor Executive Direcior
B Daputr clo Exacutive Direcior & Dﬂpl.lh" cio
& Deputy CIO

Y




A Little History on IT Security at LSU

A Established IT Security and Policy Office in Fall ZOOEIFr
i TLILRAYGISR [{!'Qa FANRG [/ KAS L ¢
iy C¢9Qa
A Commissioned external security audit
i [{! L¢ &aSOdznAAI &3 NI NISYyRI arC tA NE >
I 94 recommendations for improvements in policy and
practice

A IT Security and Policy addressed in the Flagship IT
Strategy (FITS)

I Essentially, a call to follow the audit recommendations




IT Security & Auditors
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Synopsis of External IT Security Audit

A 5 members of security review team:
I 3 from single peer institution (Indiana University)
I 1 expert from another institution (University of Rochester)
I 1 liaison faculty member from LSU campus

A Outside objective review of state of IT security
A Comparison to accepted best practices nationally

A Provide decision makers with information necessary to
Improve state of IT security and policy N




Synopsis of External IT Security Adehtinued

A Recommendations across following areas:

I ITS organizational visibility, planning and policy formulation
A Direct report to CIO
A Personnel/Funding
I Security observations
A Data handling and protection
A Physical security
A ldentity management
I Implementation issues
A Staffing of security positions
A Incident response
I Vulnerabilities assessment
A More indepth defensive measures
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Tossing the CISO into the Deep End

A Emerge CISO in Higher Education community
I £tAaAld U2 aedl¢tRINOMINAKIZEZZK S NJ
I Joining key national organizations for higleer

A Form IT Security & Policy Advisory Committee
I Broad spectrum of individuals from campus community
I www.lIsu.edul/itpolicy
I

A CISO to provide point of contact for the campus;
provide support, sharing critical information
I www.lsu.edu/itsecurity
I RENISACHttp://ren -isac.nej

A CISO to Communicate and Encourage Best Practices

I Protect sensitive informationreduce the risk of security
Incidents at the University

I Implement plan to remove the social security numbers A



http://www.lsu.edu/itpolicy
http://www.lsu.edu/itsecurity
http://ren-isac.net/
http://ren-isac.net/
http://ren-isac.net/

Tossing the CISO into the Deep Edaéhued

A Increase resources related to IT Security

I Disaster Recovery Planning

I Scanning tools (sensitive data/vulnerability assessment)
I Web-based method for sending/receiving files securely

|

Software licensing agreements to make the latest and most secure
operating systems/programs freely available throughout campus
community via TigerWardftp://tigerware.lsu.edy

T  Twofactor authentication

A IT security briefings and departmental security reviews
I Recommendations to improve security on campus

A Develop standardized incident response mechanism

A Continuously monitor, measure, and report security
posture to senior administration

I Buyin and support from senior administration critical
i wkEAAAYy3 GKS aOA&AO0 ANidedahcern2 F & $



http://tigerware.lsu.edu/

Flagship IT Strategy (FITS

LS

FLAGSHIP IT STRATEGY:

SUPPORTING LSU'S ADVANCETO NATIONAL PROMINENCE
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A Recommendation:
,

A Actlon ltems:

FITS IT Security
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Infrastructure and information repaositories in the face of
L)Z2aaAoftS RAalalutuSNI aOSy Il NRA 2

Implement 2005 IT Security Audit

Develop clear and forceful policies to secure IT infrastructure
and protect University information

Programmatic mechanisms to assure security

Physical mechanisms to secure access to data

51 G -cHIE D1F2N F RYAYAAUN) GAQDSZ
Cease use of SSN as identifier

Convene Committee on Institutional Data; define policies for
access to institutional data

Complete an IT disaster recovery plan
Establish Security Advisory Team

O O(

Q)¢

(@t
- Q.
N

N
<N



A Policy Development
A RENISAC
A EDUCAUSE & Internet2

A Data Breaches
I Incident response
i Credit Monitoringg Inoculation!

A Communication Campaigns
A A Checkist for New CISOs
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Information Technology Services
Security & Policy Division
Policy Development

LSUIT Policy Development Process:

1. Identification of policy needs

2. Research and drafting of inifial policy language

3. Distribution to IT Security & Policy Advisory Comimittee for input and
review

4. Editing based on input from IT Security & Policy Advisory Committee

Presentation to Chief Information Officer

N

Review by Legal Counsel if applicable

Review, comment, and action by Executive Vice Chancellor and Provost

® =2 &

Review & approval by Chancellor
9. Distribution and posting

10.Annual maintenance



RENISA

C

A Supports efforts to protect national cyber infrastructure by
participating in the formal U.S. ISAC structure:

I Research and Education Network ISAC

National Coordinating Center for Telecommunications

Emergency Management and Response ISAC

Financial Services ISAC

Food Industry ISAC

Highway ISAC
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Information Technology ISAC IL =

Multi-State ISAC

Electricity Sector ISAC

Public Transit ISAC
Supply Chain ISAC

About REN-ISAC

Contact Us

Membership
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