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Prologue

A Before Fall 2005security facet of data
network

A Forensic function exists
A No CISO

Ab2 aF2NXIFEE¢ L¢ {SOdz
A A single IT policy in place




The university itself, when viewed from outside, begins

with a shell, an encasing structure of administrators and
other service personnel whose purpose in life is to

manage the relationship between the outside external
worl d and the productive uni
The shell protects the academic enterprise T a collection

of guilds i from inappropriate intrusions from the outside
world, whether political or otherwise, and ensures that the
academic enterprise meets its obligations to serve its

many constituencies

- John V. Lombardi, LSU System President

The Shell and the Guilds
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Louisiana State University

Al 2dA &ALl yI iquS ADSNBAGE
university campus located in the caplt city of Baton Rouge

T ~30,000 students
I ~4,500 faculty/staff

A First CIO hired in April 2005

~

AL¢ 2NABFYATIFIGAZ2Y aNB2NHFYAT S
I Office of CIO (HR/Finance, Security/Policy, Communications/Planning)
I 4 divisions (NI, RE, UIS, USS)

A Strategic planning processvww.Isu.edu/fitsg Lsu

FLAGSHIP IT STRATEGY:
SUPPORTING LSU'S ADVANCETO NATIONAL PROMINENCE

i Community authored

i Tightly linked to University National Flagship Agenda
I 10 recommendations/84 action items

i Starting now complete 2011
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http://www.lsu.edu/fits
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A Little History on IT Security at LSU

A Established IT Security and Policy Office in Fall ZOOEIFr
i TLILRAYGISR [{!'Qa FANRG [/ KAS L ¢
iy C¢9Qa
A Commissioned external security audit
i [{! L¢ &aSOdznAAI &3 NI NISYyRI arC tA NE >
I 94 recommendations for improvements in policy and
practice

A IT Security and Policy addressed in the Flagship IT
Strategy (FITS)

I Essentially, a call to follow the audit recommendations




IT Security & Auditors
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Synopsis of External IT Security Audit

A 5 members of security review team:
I 3 from single peer institution (Indiana University)
I 1 expert from another institution (University of Rochester)
I 1 liaison faculty member from LSU campus

A Outside objective review of state of IT security
A Comparison to accepted best practices nationally

A Provide decision makers with information necessary to
Improve state of IT security and policy N




Synopsis of External IT Security Adehtinued

A Recommendations across following areas:

I ITS organizational visibility, planning and policy formulation
A Direct report to CIO
A Personnel/Funding
I Security observations
A Data handling and protection
A Physical security
A ldentity management
I Implementation issues
A Staffing of security positions
A Incident response
I Vulnerabilities assessment
A More indepth defensive measures




Chief Information Officer
Brian Voss

Chief IT Security & Policy Officer
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Tossing the CISO into the Deep End

A Emerge CISO in Higher Education community
I £tAaAld U2 aedl¢tRINOMINAKIZEZZK S NJ
I Joining key national organizations for higleer

A Form IT Security & Policy Advisory Committee
I Broad spectrum of individuals from campus community
I www.lIsu.edul/itpolicy
I

A CISO to provide point of contact for the campus;
provide support, sharing critical information
I www.lsu.edu/itsecurity
I RENISACHttp://ren -isac.nej

A CISO to Communicate and Encourage Best Practices

I Protect sensitive informationreduce the risk of security
Incidents at the University

I Implement plan to remove the social security numbers A



http://www.lsu.edu/itpolicy
http://www.lsu.edu/itsecurity
http://ren-isac.net/
http://ren-isac.net/
http://ren-isac.net/

Tossing the CISO into the Deep Edaéhued

A Increase resources related to IT Security

I Disaster Recovery Planning

I Scanning tools (sensitive data/vulnerability assessment)
I Web-based method for sending/receiving files securely

|

Software licensing agreements to make the latest and most secure
operating systems/programs freely available throughout campus
community via TigerWardftp://tigerware.lsu.edy

T  Twofactor authentication

A IT security briefings and departmental security reviews
I Recommendations to improve security on campus

A Develop standardized incident response mechanism

A Continuously monitor, measure, and report security
posture to senior administration

I Buyin and support from senior administration critical
i wkEAAAYy3 GKS aOA&AO0 ANidedahcern2 F & $



http://tigerware.lsu.edu/

Flagship IT Strategy (FITS

LS

FLAGSHIP IT STRATEGY:

SUPPORTING LSU'S ADVANCETO NATIONAL PROMINENCE
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A Recommendation:
,

A Actlon ltems:

FITS IT Security

G{SOdzNBE [{! Qa L¢ AYTNIF &Nz
{1 Qa AYFTZ2N¥NIUAZ2Y NBaz2dzZNDS
O2YYdzyAués YR SyadiNBk GKS
Infrastructure and information repaositories in the face of
L)Z2aaAoftS RAalalutuSNI aOSy Il NRA 2

Implement 2005 IT Security Audit

Develop clear and forceful policies to secure IT infrastructure
and protect University information

Programmatic mechanisms to assure security

Physical mechanisms to secure access to data

51 G -cHIE D1F2N F RYAYAAUN) GAQDSZ
Cease use of SSN as identifier

Convene Committee on Institutional Data; define policies for
access to institutional data

Complete an IT disaster recovery plan
Establish Security Advisory Team
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A Policy Development
A RENISAC
A EDUCAUSE & Internet2

A Data Breaches
I Incident response
i Credit Monitoringg Inoculation!

A Communication Campaigns
A A Checkist for New CISOs

[ SGQa [ 2271 |




Information Technology Services
Security & Policy Division
Policy Development

LSUIT Policy Development Process:

1. Identification of policy needs

2. Research and drafting of inifial policy language

3. Distribution to IT Security & Policy Advisory Comimittee for input and
review

4. Editing based on input from IT Security & Policy Advisory Committee

Presentation to Chief Information Officer

N

Review by Legal Counsel if applicable

Review, comment, and action by Executive Vice Chancellor and Provost

® =2 &

Review & approval by Chancellor
9. Distribution and posting

10.Annual maintenance



RENISA

C

A Supports efforts to protect national cyber infrastructure by
participating in the formal U.S. ISAC structure:

I Research and Education Network ISAC

National Coordinating Center for Telecommunications

Emergency Management and Response ISAC

Financial Services ISAC

Food Industry ISAC

Highway ISAC

Q v B Nepliren-isac ret)

L

{ & BSRDNISAC Home

Information Technology ISAC IL =

Multi-State ISAC

Electricity Sector ISAC

Public Transit ISAC
Supply Chain ISAC

About REN-ISAC

Contact Us

Membership

1e

/= RIN-ISAC Home - Windows Internet Explorer
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emvxomment and needs of organ

£ Windoss W5 Windows Marketplace 8 Windows Meda

REN-ISAC
T Resaarch and Educaton hNatworking
Information Shacng and Analysis Cantaerr
_0

Hosted by Inchana Ussversity and with the support ¢
Lowssiana State Universaty, EDUCAUSE, and Conty
mtegral part of higher educal s strategy to

ooperation of Internet

ISAC senices and p to support the unigue
ed higher ediscation and
search networks, and supports off naticaal cyber infrastructure by

participating i th

I Surface Transportation ISAC | g e e e
I Water ISAC oo
i World Wide ISAC — CEET—




Effective IT Security Practices and Solutions Guide - Internet2 W Mozilla Firefox

File Edt Yiew Go Bookmarks Tools Help

; —
<‘|Z| - Ll/\> < I%I |7| @ |‘¥. https: ffwiki.internet2, edu/confluence/display [secguide/EFfective+ I T+Security+Practices+and+ Solutions+Guide;; jsessionid=7E 1SEC 1 15EE73EE0C 307 2C09B2 155600 “ V| @ ao “Q, |

] Windows Marketplace | | Windows Media | | ‘Windows | Brian

l Search ]ﬁ
LogIn | gianup &
= ST anm Mo
e | SECURITY . .
II%“ TaoK FORCE T Securlty.Gulde . . . .
Effective IT Security Practices and Solutions Guide
IT Security Guide Added by George Brett, last edited by Walerie Vogel on May 31, 2007 (wiew change)
Labels: effective, security, practices, solutions, guide
Campli and Legal
e
N —— Balancing the Need for Security and Open, Collaborative Networking.
dur
bl ] This resource is being created to provide practical approaches to preventing, detecting, and responding to security problems in a wide range of higher education environments. This online service is designed with colleges and universities in
Ethi - mind, balancing our need for security with the need for an open, collaborative networking environment, Also, because one of the overarching concerns in college and university information technology (IT) departments is a lack of resources,
. o an effort is made to provide low-cost solutions. The target audiences are those responsible for information security in colleges and universities and information technology staff who implement and manage security measures. Recognizing that
nd Training many institutions have initiated or are in the process of developing IT security programs and policies, an effort is made throughout this resource to present practices that are useful at each stage of the dewveloprnental process.
n rnent
nne urity
Ph | and - - - -
A o] S Recent Contributions Featured Article or Practice
Incident Handling and + Confidential Dats Handling Blueprint
f— . + Diata Incident Motification Toolkit The March/April EDUCAUSE Review? includes an article by Security Task Farce™ member Andrea Nixon: "Responding
_ . + Suidelines for Data Sanitization to Cormpulsory Legal Requests for Information®™. This article references the Task Force's Guidelines for Responding to
j”' Architecture + Frotocol for Law Enforcement Requests Cornpulsory Legal Reguests for Information (also referred to under the Recent Contributions section on this page as
10
* Information Security Governance Tool® Protocal for Law Enforcement Requests),
ntr ms * Model Security Policy
and Meth * Risk fssessment Framewark
Ap and erm
prent -
. Contribute
Busin ontinui nd
4 As a community-driven, community-serving project, it is important for this initiative to incorporate experiences and perspectives from many different institutions, To contribute examples of practices that have been effective in your institution,
i please use the Effective Security Practices Contribution Form® or contact Security-Task-Force@educause.edu™, Creditis given for all contributions. Community members are alsa encouraged to submit comments thraughout this wiki,
TIFnUni and
etwor uri i
Security Task Force
Toolkits
fidential a EDUCAUSE® and Internet2® established the Computer and Metwaorlk Security Task Force in July 2000, The task force works to improve cybersecurity across the higher education sector and actively promotes effective practices and solutions
Handling Blusprint for the protection of information assets and critical infrastructures, Visit the Security Task Force Web site® for additional resources or learn more about the Security Task Force Leadership Tearn and Working Groups®,
ata Incident " . P
Toolkit Children Hide Children | View in hierarchy
Resources |j Access Control Systemns and Methodalogy (IT Security Guide)
-~ rity R ree |j Applications and Systermn Development (1T Security Guide)
» . |7] Awareness and Training (1T Security Guide)
|j Business Continuity and Disaster Recovery (1T Security Guide]
] ) -
::: 4 |j Compliance and Leqgal Issues (IT Security Guide)
. |j Confidential Data Handling Blueprint (1T Security Guide]
ur z |j Contributors (IT Security Guide)
= Pa

|j Data Incident Motification Toolkit (1T Security Guide)

|j Glossary (IT Security Guide)

|j Incident Handling and Forensics (IT Security Guide)

|£] Mavigation (1T Security Guide)

|j Operations Security [IT Security Guide)

[£] Personnel Security (IT Security Guide)

|j Physical and Environmmental Security (1T Security Guide)
|j Responsible Use and Ethics (IT Security Guide)

|j Risk Management (IT Security Guide’

|j Security Architecture and Models (IT Security Guide)
|j Security Policies and Procedures (IT Security Guide)

|j Telecommunications and Network Security (IT Security Guide)

|j Page Operations

@ Browse Space

Site powered by a free Open Source Project / Non-profit License (more] of L e - the Enterprise wiki.

Learn more or evaluate Confluence for your orqanisation.

Done

] |73



Internet2 Security - Windows Internet Explorer.

* | €] http:ffsecurity.internetZ eduf

inks () Brian @ Windows 83 windows Marketplace @ | Windows Media & -

& dhe | &8 Inkernet2 Security | |

INTERNET

Site Ind archlight | _

Membership | C iti ) Events | News

2

June 18, 2007 | Hame

SERVICES
Internet? Network
Abilene

WaveCo

FiberCo

The Commons
InCommon

Usher

MAN LAN
Workshops

PROJECTS
HOPI

End to End

The Observatory
Middleware
Security
Shibboleth
SIP.edu

Digital Video
ITECs

DISCIPLINES
Applications

Health Sciences
Science & Engineering
Arts & Humanities

COMMUNITY
Membership
Regional Networks
International
Government

K-20 Initiative

Working Groups

Internet2 Security

The interactions between security and advanced networking are complex. Internet2 members face the usual,
and increasingly difficult, issues of security in a networked world, but those challenges are compounded by
the demands that advanced applications can make. Performance requirements such as high-bandwidth, end-
to-end transparency, and support of new protocols are essential for the academic mis=sion and innovation, but
are not easily accommodated in current approaches to network security.

While applications such as desktop videoconferencing, access to grid-based resources, and remote device
control have urgency in the research and education community, they have great relevance to the corporate
sector and are the innovation drivers for the future commercial marketplace. While our long term goals focus
on the integration of security, high performance networking, and advanced applications, we also focus on

providing new tools to address today's security problems. It is part of the overall EDUCAUSE/Internet2
Security Task Force and complements other efforts in education, policy, training and related areas. It is
advised by Salsa, a group of leading campus network security architects.

News
# 13 April 2004: Comments filed with FCC
regarding opposition to Communications

Aezsistance for Law Enforcement Act (CALEA).
For more information, see the Internet2 press

release.

Activities

» Salsa
Salsa is an oversight group consisting of
technical representatives from the higher
education community who advise on leading

edge technology issues, provide prioritization,
and =et directions in the security =pace. Salsa

is affiliated with the EDUCAUSE/Internet2
Computer and Network Security Task Force,
but is independent of both organizations.
Salza-DR (Disaster Flanning & Recovery)
Working Group

The Salsa-DR working group has been formed

to explore and document recommended
practices for disaster planning and recovery,

especially for Higher Ed if and as those needs

are distinct from those of other large
enterprizes.

Salsa-MNetAuth Working Group

The Salsa-MNetiuth Working Group will
consider the data reguirements,
implementation, integration, and automation
techneologies associated with understanding

and extending network security management
related to (1) authorized networlk access, (2)

style and behavior of transit traffic, and (3)
forensic support for investigation of abuse.
O Salsa-FWNA

Federated Wireless NetAuth Sub-Group

Computer Security Incidents - Internet2
(Cs12)
The €512 Working Group will organize

activities to identify how security incidents can
be better identified and the information about

the incidents to be shared to improve the

overall security of the network and the parties

connected to the network. To this end, the

working group will publish a report identifying

tools, tool output and existing information
sharing frameworks as a background for
future systems.

in tha Tnternst? Middlewars Tnitiative relata

Security in Middleware: Many of the activities

Upcoming Security-Related Events

» ESCC/Internet2 Joint Techs Workshop
July 15-19, 2007

Batavia, IL

Internet2 Events Calendar
EDUCAUSE Events Calendar

Past Events...

Reconnections: Managing Academic Networks
With New Requirements

A number of studies have identified the inability
of classic networking approaches to respond
adequately to a rapidly changing security
environment. We held a small workshop
addressing this topic 25-26 October 2005 in
Chicago. Note that this was not a workshop on
technologies, rather it was more focused on
architectures. It began with disruptive thoughts,
considering a redesign of internetworking that is
not constrained by current approaches. From
that future vision, the discusszion moved towards
evolutionary steps that can shift our approach.
Salsa - Netweork Operational Security Exercises
In order to ensure continuous evaluation and
improvement in Internet2's operational
practices, a recurring set of exercises have
been initiated.

DNSSEC: Internet2 has formed a dot-edu
advisory group on adopting DNSSEC, with
participants from Educause, MIT, University of
Oregon, REN-ISAC, University of Maszachusetts,
University of Pennsylvania, University of
California-Berkeley, NYSERNet, MERIT, and
others. Members of the group have begun a
cross-zigning project, in which they will sign at
least one of their zones and exchange trust
anchors in order to be able to mutually validate
their ONS records. Several have already =igned
zones in a limited, test environment and others
are preparing to do so.

MetGuru

MetGuru is a periodic meeting of senior network
and security engineers, a forum to engage in a
freewheeling discussion of timely topics.

& Intemet H100% -



Data Breaches at Universities

Date Public | Name Type of Breach Number
3/11/2005 | University of California, Department laptop stolen 98,400
Berkeley
3/11/2005 | Boston College Department workstation hacked 120,000
4/11/2005 | Tufts University Department server hacked 106,000
6/18/2005 | University of Hawaii Dishonest insider 150,000
7/19/2005 | University of Southern Online application database 270,000
California (USC) hacked
4/23/2006 | University of Texas at Department server hacked 197,000
Austin
5/1/2006 | Ohio University Department server hacked 300,000
6/14/2006 | Western lllinois University | Department server hacked 180,000
12/12/2006 | University of California i Department server hacked 800,000

Los Angeles (UCLA)




Proactive network
scanning

Reactive discovery
through
MetEnforcer, IP5,
sacurityE@lzu.edu,
abuseflisu.edu

Ciscovery during {
non-security
ocperations (Help
Diesk, field
support, etc.)

Fecommend full
system rebuild

If reuild nat
practical, and
technical leadis)
approves, inztall
update, point fo
WSS, install and
configure A%,

apphy hardening
securty template

Perform initial
assessment and
scan of system;

assign proper
necident category

Iz system in
su.edu forest?,

Technical lead|s)
completes LSU IR

Diata Template and

notifies Security
Officers

~ 1

N/

Sy=tem added to
watch list on
proactive scanners
for more frequent
and
comprehensive
scanning

If attacking other
hosts, tum off
network
connection

s maching
attacking other
hosia?

If not attacking, put

in LSU Only pipe
in MetEnforcer

Technical lead(z)
takes remedial
action on system

See separate

flovechart for
Fll breach

“Yulnerability /
neident documented
uzing LSU IR Data

. Template in secured |

queue in troulle
ficket application

. __/”’—"\

Technical lead(s)

provides written analysis
o IT Security Officer{s):
az Fll on 2ystem?

IT Security
Cfficers notified:
ITSecOficers@isu
edu

LSU Incident Response
Flowchart

IT Security
Officers designats
technical leadis)
for incident
response

Technical lead(s)
analyzes system
| todetermine if it
stored personally
identifizble
information

N/

Technical lead(s)
contacts aystem
administrators to
begin analysiz of
syatem

LEL IR Data Template continuougly updated during investigation

IT Securty
Officens) mesiz
with appropriate

organizatonal
authority
responsible for
machine (Cean,
Director, etc.)

\Y

IT Security
Officens)
recommends ful
securty review of
organization's 1T
envircnmert

IT Security Officen(s)
provides written report fo
organizational authority | |

and CIO

s __,/ -

CI2 makes any
additional
communications
az desmed
necessary

N/

- o)

End of IR procass

o /
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Pl found
on system

LSU PIl Breach Response
Flowchart

If not already
done, immediately

notify IT Security
COfficer(s)

IT Cammunicalions
Officer coordinates
responses to all inbound
guestions from impacted
parties and media:
involves IT Security
Cfficer{s) as nesded

IT Security
Officers) mests
with appropriate

organizational
authaority
responsible for
rmachine (Tean,
Director, et

Formal
communication
sent toall
impacted parties

o

IT Security
Crfficen(s)
recommends full
s2cUnty review of
organization’s IT
environment

™S
e

to conclude 507

{/_ Complets IR
worksheet and
fiodlow through
aarmal waork fl

IT S=curity Cficen]s)
works with I T
Cormmunications Officer

=555 likelihood of loss. .
is there “reascnable basis”

Initiate P
reSponse process

Diocument scope
of data loss; see

IT Security

IR waorkshest for Offi
data collected

f

icer(s) reports
incident to CIC

IT Security
Officer(s) notifies
LEUPD to begin

criminal
investigation

X

At request of CIO, 1T
Securty Officers may report
to / consult with Intzmal
Audit, Uninversity Counsel,
ar other appropriats
agencies

IT Security Officen(s)
wiorks with Registrar,
HREM, and ! or other

fo compose formal
communication

IT Security
Officer(s) provides
trainimg to all
organizational staf
on data protection
best practices

investigation

LEUPD determines whether
motificafion will impede criminal

LEURD continues
investigation and notifies

appropriate agencies fo
develop roster of impacted
parties

IT Security Officens)
when notification is no
longer an impediment
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Data Disclosure Laws

A Legislation has been introduced in over 30 states to
date, including California, Texas, New York and
Louisiana

Al ftAFT2NYALI Qa Gb20AOS 27
became effective on July 1, 2003, and was the first of
Its kind in the U.S.

A Federal legislation has been introduced
I S.1408: ldentity Theft Protection Act
I H.R.4172: Data Accountability and Trust Act
I S.1332: Personal Data Privacy and Security Act




Louisiana Notification Law

A Signed by Governor in July 2005;
effective January 1, 2006

i @ wS |j drotifidation to any Louisiana

resident whose unencrypted persona

Information was, or Is reasonablybelieved

to havebeen,acquiredby an unauthorizec
personasa resultof a securitybreache

'
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Louisiana Notification Law

A Notification should be made in the most
expedient time possible and without
unreasonable delay, consistent with the
legitimateneedsof law enforcement

A Civilaction may be instituted to recoveractual
damagegesultingfrom the failure to disclosean
atimely manner

A Appliesto any personthat conductsbusinessn
the state or that ownsor licensescomputerized
datathat includespersonalinformation

A
1

/"'_‘\

L5l



Louisiana Notification Law

A Methods of notification
T Written notice
I Electronic notice

I Substitute notice (anail, posting on Internet
website, notification to major Statevide media)
A cost of notice exceeds $250K
A affected individuals to be notified exceeds 500,000
A do not have sufficient contact information




Data Breaches

A 104 publicized data breaches in 2005

A Over 250 publicized data breaches in 2006
A ~ 200 publicized data breaches in 2007

A Out of pocket cost to victims $5@0$1,500

A Cost is significantly lower if discovered quickly

A Huge problem nationally for colleges and
universities
I 50% documented breaches in HE
I In the Chronicle weekly

Sources: Federal Trade Commission, ID Analytics , Privacy Rights Clearinghouse

rN
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Demographics of ldentity Fraud

A Averages among 134 years old:

{ 2dzNDOSY

$8,248 fraud amount

139 days fraud lasts

123 days to detect

56 days to resolve

69% committed by friend or acquaintance
54% seHldetected

WE@GStAY {GNFGS3e 3 wSaSkNODK ! LINAR




ldentify Theft

ALUOQa y2i0 a2 YdzOK
G KSYKE

A How to mitigate impact of potential
breach on community?
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CRIME

Student to be deported after |dent|ty theft conviction

Khan lifted data

on campus

By Elizabeth Miller
Chief Staff Writer

Former University student Asim
Khan, who was arrested in October on
40 counts of identity theft of
University students, is being deported
back to Kenya.

Kurt Wall, assistant district attor-
ney for East Baton Rouge Parish, said
Khan is expected to be deported by
the end of the month.

LSUPD arrested Khan on Sept.
25 on four count of forgery, a count

of bank fraud and a count of felony -

theft.
- LSUPD  spokesman  Maj.
Lawrence Rabalais said four students

reported an e-mail from the Office of

the University Registrar asking for
their Social Security numbers.

The ¢-mail appeared to be from
the University and contained the name

and contact information of former
University Registrar employee Jessica
R. Vargas, The Daily Reveille report-
ed inan Oct. 9 article.

Officers then searched Khan’s
house, where they allegedly found
information for 34 other students in a
backpack including their Social
Security numbers.

Wall, who was assigned the case
of State of Louisiana vs. Asim Khan,
said Khan had been charged with a
similar crime prior to this incident,
and his case was being investigated
when LSUPD discovered that Khan
had obtained the 40 students’ identi-
ties.

Wall said his office made a deal
with Khan in which he pleaded guilty
to the original charge, paid restitution
fo the victims and agreed to be deport-
ed back to Kenya in exchange for him
not being charged on the 40 counts of
identity theft. .

“He had one count of something
similar to the 40 counts,” Wall said.

“Previous to that he had done a simi-
lar type of transaction with an
acquaintance of his, and we had that
file that charged him with one count of
attempted identity theft, and it was
going through the system.” -

Wall said Khan went to court for
the previous charges, which were
pending when he was arrested on the
identity theft charges.

“The agreement was he'd pay
restitution, plead guilty and agree to
be deported, and if he agreed to do that
we would not charge him with the
charges at LSU,” Wall said. “He only
pled guilty to. the first charge of

- attempted identity theft.”

Wall said Khan wasn'’t charged
with stealing the University students’
identity. because it would have taken
too much time and money.

“If he was going to get deported
anyway it didn't make a lot of sense to
subpoena all those victims from
LSU,” Wall said.

Wall said Khan was sentenced to

two and a half years of jail time, but
the sentence was suspended so he
could be deported.

“In order for immigration. to
deport somebody they have to. plead
guilty to a felony, and it has to be a
suspended sentence of more than a
year,” Wall said.

Dan Seedah, Khan's close fmnd
and LSU alumnus, said he was a vic-
tim of Khan’s identity theft but is still
upset that Khan is being deported.

“It’s a sad thing, but there’s noth-
ing we can do about it,” Seedah said.
“He got himself in a mess, We tried to

listen to anybody, and now he has to
deal with the law.”

Seedah said Khan was well-
respected by many intemational stu-
dents, -
“[ want you to be aware that

Asim was an intelligent student from a
high school in Kenya and was on full
scholarship upon arrival in LSU,”
Seedah said. “His GPA the first
semester was above a 3.9 and first
majored in chemical engineering,”

Seedah said he will try to forgive
Khan.

“Even as a direct victim of his
acts, I still hold nothing against him,”
Seedah said. “My only hope is that
through what he is going through or
about to go through, he sees the need
to deal with this character which has

developedin him.”
help bim as friends. He dida't really -

- Wall -said Khan is being trans-
ferred from the West Baton Rouge -
Parish prison to a federal facility in
Oakdale, La,, before being deported.

Contact Elizabeth Miller at
emiller@lureveille.com




INNOVATORS
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A Contacted Equifax, Experian, and TransUnion
In Summer 2006

A Equifax first agency to respond

A Equifax worked with LSU IT professionals to
create Iinstitutionalapproach program

A Launched in mibeptember 2006

A Credit Monitoring Program first of its kind
I http://creditmonitor.Isu.edu



http://creditmonitor.lsu.edu/

Credit Monitoring at LSkdntinued

A Agreement allows current students, faculty, and staff
free credit monitoring for dyear
I Equifax Credit WatchTM (dalily credit monitoring)
I Free credit report
i $2,500 identity theft insurance

A Users authenticate via PAWS to identify themselves as$

LSU community members, and then are provided a
special link to the LSU service page at Equifax.com
where they can enroll at no cost

A LSU alumni may have the option of purchasing produc
at a "preferred LSU alumni price" discounted off of
retail in future
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Why Credit Monitoring?

A Early signs of identity theft
I By using credit monitoring paid for by LSU, ID Fraud can be
detected in as little as 24 hours
A Provides tool to which every affiliate can avail
themselves, but leaving choice to individual

A Offers a way to "inoculate” LSU community members
from the impacts of any breach, and allows the
University to focus entirely on preventing breaches

A Makes LSU community members less attractive as
potential targets for identity/credit fraud, as now have
the ability to broadly monitor credit

A
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The difference between the right word
and the almost right word is the
difference between lightning and the
lightning bug

-Mark Twain




BE PREPARED
PHISHING ATTACKS

Tad Ramey!

438-38-8888

02/29/1988

_

Tad Ramey does not think twice Unfortunately for him, Tad may as well have shouted his
about replying to an e-mail from it is a phishing scam. personal information to the world.
his bank with personal information.



BE INFORMED
IDENTITY THEFT

"0

{ weep } -0 (2220022

V10088002
22004070
nnAaanie
120002018 y

/ \
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Tad Ramey is inconsolable after his Tad questions his own existence and thinks about people
identity is stolen in @ phishing scam. using his identity to buy expensive electronics.




BE ALERT
PHYSICAL SECURITY

((_— Ta Tads Boss a

From: Tad Ramey

You're stupid.

s Lave,

l\ Tad _),)
Tad Ramey leaves his computer Just then a roving band of thug monkeys The monkeys send an
without logging off or locking it. get on hiz computer for a little mischief. e-mall to his boss.

Don‘thea Check yourself before you wreck yourself.

creditmonitor.lsu.edu myspace.com/trialsoftad
m Isu facebook com




BE PREPARED
ENCRYPT DATA

Lsu BREACH NOTIFICATION

LSl

Ludwig Bolstoni, PhD

=

Bolstoni

Ludwig Bolstoni, PhD

Dear Tad Ramey,

Dr. Bolstoni’s laptop was
recently stolen and contained
your unencrypted personal

information. Please go to
creditmonitor.lsu.edu to
register for free identity theft
protection if you have not

| L already done so.
Tad’s professor Dr. Bolstoni Thug monkeys pick the The monkeys steal Dr. Bolstoni’'s Tad gets a notification
leaves a laptop in his office. lock to his office. laptop containing student information. letter about the theft.

myspace.com/trialsoftad

Don’t be a Isu.facebook.com

Tad. www.lsu.edu/efs

Ask your professors to encrypt sensitive information. It’s free.



A Find out what others are doing
i 5SSt 2L) aalFSie ySiaég 27
I Learn from mistakes others willing to disclose

A Exchange information on securitglated events
I RENSACHttp://ren -isac.nej

A Request an independent, outside security audit
I Benchmark of best practices in the field
I Roadmap

A Establish IT security and policy advisory team

I Security is a shared responsibility
I Communications pipeline

GGR2¢ [ AAl NJ

LJS SINEA



http://ren-isac.net/
http://ren-isac.net/
http://ren-isac.net/

G CR2€ [ AAU Toidkd

A Develop an IT security and policy website
I Alert people of incidents
I Share information
A5S@OSt2L) LX Iy G2 &aSO0OdzN
breaches
I Ensure legal obligations met
I Make sure empowered to act on behalf of institution

A Advance risk management strategy
I Security must be proactively managed
I Remember, yours is a race with no finish line
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G CR2€ [ AAU Toidkd

A Continuously monitor, measure, and report security
posture to senior administration
I Buyin critical

b ¢

i wlkEAasS GOAaroAf A lwidecoacerna S OdzNR &

A Develop methods and procedures for classifying,
handling, and disseminating information resources
i . SGGSNI G2 a02NB daaSyaArdadArgSe

RI

i 9YONBLII aaSyaAadaArodSéd RIFEGFHHHHH

I Perform reviews and educate members of campus community

A Develop an IT disaster recovery plan
I IT Is a strategic asset; loss can cripple institution




IT Security & Auditors

R Ravetoyb@® al contentious
relationship!
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déja vu all over again!




nternal IT Security Audit

A Performed by LSU System Office

A Key issues:
ia[ 22a4S¢ O2tft SOGAz2y 27
I Centralize leadership, responsibility, control and
enforcement of all IT security and policy matters

Active Directory (AD) on campus
iagnnt ftA1S ftAOSYyasS:t

- - ===
|

I Reduce risk of security incidents by creating single
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What does a 007 license look

like?
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