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Prologue

ÅBefore Fall 2005 - security facet of data 
network

ÅForensic function exists

ÅNo CISO

Åbƻ άŦƻǊƳŀƭέ L¢ {ŜŎǳǊƛǘȅ ϧ tƻƭƛŎȅ ŦǳƴŎǘƛƻƴ

ÅA single IT policy in place 



The university itself, when viewed from outside, begins 

with a shell, an encasing structure of administrators and 

other service personnel whose purpose in life is to 

manage the relationship between the outside external

world and the productive university withiné

The shell protects the academic enterprise ïa collection 

of guilds ïfrom inappropriate intrusions from the outside 

world, whether political or otherwise, and ensures that the 

academic enterprise meets its obligations to serve its 

many constituencies  

- John V. Lombardi, LSU System President

The Shell and the Guilds





Louisiana State University

Å[ƻǳƛǎƛŀƴŀ {ǘŀǘŜ ¦ƴƛǾŜǊǎƛǘȅ ƛǎ [ƻǳƛǎƛŀƴŀΩǎ CƭŀƎǎƘƛǇ ǇǳōƭƛŎ 
university campus located in the capital city of Baton Rouge
ï ~30,000 students

ï ~4,500 faculty/staff

Å First CIO hired in April 2005

ÅL¢ ƻǊƎŀƴƛȊŀǘƛƻƴ άǊŜƻǊƎŀƴƛȊŜŘέ ƛƴ {ŜǇǘŜƳōŜǊ нллр
ï Office of CIO (HR/Finance, Security/Policy, Communications/Planning)

ï 4 divisions (NI, RE, UIS, USS)

Å Strategic planning process  (www.lsu.edu/fits)
ï Community authored

ï Tightly linked to University National Flagship Agenda

ï 10 recommendations/84 action items

ï Starting now - complete 2011

http://www.lsu.edu/fits




A Little History on IT Security at LSU

ÅEstablished IT Security and Policy Office in Fall 2005
ï!ǇǇƻƛƴǘŜŘ [{¦Ωǎ ŦƛǊǎǘ /ƘƛŜŦ L¢ {ŜŎǳǊƛǘȅ ϧ tƻƭƛŎȅ hŦŦƛŎŜǊ

ïу C¢9Ωǎ

ÅCommissioned external security audit
ï[{¦ L¢ ǎŜŎǳǊƛǘȅ ǊŀǘŜŘ άCŀƛǊέ -ƴƻ ƎƭŀǊƛƴƎ ƘƻƭŜǎΣ ōǳǘ Χ

ï94 recommendations for improvements in policy and 
practice

Å IT Security and Policy addressed in the Flagship IT 
Strategy (FITS)
ïEssentially, a call to follow the audit recommendations



IT Security & Auditors

Lǘ ŘƻŜǎƴΩǘ have to be a contentious 
relationship!



Synopsis of External IT Security Audit

Å5 members of security review team:
ï3 from single peer institution (Indiana University)

ï1 expert from another institution (University of Rochester)

ï1 liaison faculty member from LSU campus

ÅOutside objective review of state of IT security 

ÅComparison to accepted best practices nationally

ÅProvide decision makers with information necessary to 
improve state of IT security and policy



Synopsis of External IT Security Audit continued

ÅRecommendations across following areas:
ï ITS organizational visibility, planning and policy formulation

ÅDirect report to CIO

ÅPersonnel/Funding

ïSecurity observations
ÅData handling and protection

ÅPhysical security

Å Identity management

ï Implementation issues
ÅStaffing of security positions

Å Incident response

ïVulnerabilities assessment
ÅMore in-depth defensive measures
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Tossing the CISO into the Deep End
ÅEmerge CISO in Higher Education community
ï±ƛǎƛǘ ǘƻ άƭŜŀŘŜǊ ƛƴ ƘƛƎƘŜǊ edL¢ ǎŜŎǳǊƛǘȅέ
ïJoining key national organizations for higher ed

ÅForm IT Security & Policy Advisory Committee
ïBroad spectrum of individuals from campus community
ïwww.lsu.edu/itpolicy
ï

ÅCISO to provide point of contact for the campus; 
provide support, sharing critical information
ïwww.lsu.edu/itsecurity
ïREN-ISAC (http://ren -isac.net)

ÅCISO to Communicate and Encourage Best Practices
ïProtect sensitive information - reduce the risk of security 

incidents at the University
ï Implement plan to remove the social security numbers

http://www.lsu.edu/itpolicy
http://www.lsu.edu/itsecurity
http://ren-isac.net/
http://ren-isac.net/
http://ren-isac.net/


Tossing the CISO into the Deep End continued

Å Increase resources related to IT Security
ï Disaster Recovery Planning
ï Scanning tools (sensitive data/vulnerability assessment)
ïWeb-based method for sending/receiving files securely
ï Software licensing agreements to make the latest and most secure 

operating systems/programs freely available throughout campus 
community via TigerWare (http://tigerware.lsu.edu)

ï Two-factor authentication

Å IT security briefings and departmental security reviews
ï Recommendations to improve security on campus   

ÅDevelop standardized incident response mechanism 

ÅContinuously monitor, measure, and report security 
posture to senior administration
ï Buy-in and support from senior administration critical

ïwŀƛǎƛƴƎ ǘƘŜ άǾƛǎƛōƛƭƛǘȅέ ƻŦ ǎŜŎǳǊƛǘȅ ŀǎ ŀ ŎŀƳǇǳǎ-wide concern

http://tigerware.lsu.edu/


Flagship IT Strategy (FITS)



FITS IT Security
Å Recommendation:
ï ά{ŜŎǳǊŜ [{¦Ωǎ L¢ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǎŀŦŜƎǳŀǊŘ ǘƘŜ ƛƴǘŜƎǊƛǘȅ ƻŦ 
[{¦Ωǎ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ǇǊƛǾŀŎȅ ƻŦ ƛǘǎ ǳǎŜǊ 
ŎƻƳƳǳƴƛǘȅΣ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜ Ŏƻƴǘƛƴǳƛǘȅ ƻŦ [{¦Ωǎ L¢ 
infrastructure and information repositories in the face of 
ǇƻǎǎƛōƭŜ ŘƛǎŀǎǘŜǊ ǎŎŜƴŀǊƛƻǎέ

Å Action Items:
ï Implement 2005 IT Security Audit
ï Develop clear and forceful policies to secure IT infrastructure 

and protect University information
ï Programmatic mechanisms to assure security
ï Physical mechanisms to secure access to data
ï 5ŀǘŀ ΨōŀŎƪ-ǳǇǎΩ ŦƻǊ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜΣ ŀŎŀŘŜƳƛŎ ŀƴŘ ǊŜǎŜŀǊŎƘ Řŀǘŀ                                                
ï Cease use of SSN as identifier 
ï Convene Committee on Institutional Data; define policies for 

access to institutional data
ï Complete an IT disaster recovery plan
ï Establish Security Advisory Team



[ŜǘΩǎ [ƻƻƪ ŀǘ {ƻƳŜ wŜǎǳƭǘǎ

ÅPolicy Development

ÅREN-ISAC

ÅEDUCAUSE & Internet2

ÅData Breaches

ïIncident response

ïCredit Monitoring ςInoculation!

ÅCommunication Campaigns

ÅA Check-list for New CISOs





REN-ISAC
Å Supports efforts to protect national cyber infrastructure by 

participating in the formal U.S. ISAC structure:
ï Research and Education Network ISAC

ï National Coordinating Center for Telecommunications

ï Emergency Management and Response ISAC

ï Financial Services ISAC

ï Food Industry ISAC

ï Highway ISAC

ï Information Technology ISAC

ï Multi-State ISAC

ï Electricity Sector ISAC

ï Public Transit ISAC

ï Supply Chain ISAC 

ï Surface Transportation ISAC

ï Water ISAC

ï World Wide ISAC




