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Backgrouna.lnfe.

= System Conversion = | nstant, Onlineand
|CS Systems

= LA Lotteny Games/Products
#lnstant TICKELS
25 Online Games

No VLT sKeno, €etc:




Backgreund Info.

Before Conversion:

= Instant ticket andvaek office sysiemiharawarne =
mantareaiisy LA LCottery

= |nstant tickes andibhack ofifiee system software =
maintal ned By ICA Cottery

= Instant ticket and vack Gfifi ce Operating system =
maintained by L ANCotieny

= |CS system = maintarned by’ LA, L ottery

= Online hardware, softwareian@ eperating system =
maintained by online vendor(GTECH)

Backgreund'lnfo.

After Conversion:

= |CS sysiem,= maintained by LA Lottery

= EVERYIIHING ELSE(instant haraware;,| nstant
software; 9aek ofifice sysiem, online Randware,
online software, enline/instant operating system) =
maintained by enRlTRevendor

- How did we handiei@ivingpup so much control?

- How did we transl ateiexistingysystem
requirements into the new:sysiemr?

- How did we identify and mitigate the risks?




Stage, 1
“Needs and Wants’

= Deiemmineithe infermation which MUSHF e available in
the'new:sysiem, (i.e., reports, system daia, eic:). Thisis a
good timefier ALLL departments to determinewhat 1sand
what sn"t necessany/

= Develop a“wishiliisi* efiitems: litis easier to creaieitese
on the front-endthan'te have themiadded in | ater:

& Exception reports (i.e., tickets vali dated neanexpiration date;
lottery office prize checks issued during non-bus ness
hours/holidays/weekends; duplicate, QP, online boards; irregular
pack status changes—i.e., OMIT to Activated; multiple mid-tier
validations by retailer, by day,"€tc.

& VIRN checksum changes — Remember the KS Lottery?
& Access right changes — vendor and |ottery personnel

Stage, 2
Pregramming SpecificationReviews

= Assemblea.core team;to review andidiseliss pregramming
Speciiiicaliens;
&5 Internal Audit, IT
5 |dentify errors, missing information and vague language.
Programming specifications should NOT have to be interpreted.
= How did we Randlie@iviing up sermuch control?

& Question the little things. Take charge of'the process.

& The online vendor was not prepared forthe level of detail and
scrutiny that we applied to the review. Howeves, it vastly reduced
problems down the road:

= Lesson |learned?

& Spend alot of time and effort in@viewing the specifications! This
Is the best way to trand ate existing.and new requirements into the
new system.




Stage 2
(continued)

Programming Specifications— Internal Audit’s Role

= Perfermm anisksassessment of the pregr@amming
Specifications
= At a minimum,, therisk assessment should aciude:
&5 The software/liarawarespecificaiion or element
&5 The risk associatedwithitheispecification or element
5 Potential tests whichiaddressihese risks

&sRecommendations for (ests\whichrare not adequately
Included in the acceptance 1est Seriipl

Huh? See example.

Risk Assessment' Example

ecification or Element: Online Vendor Spec. 2.14.5
Prizes will be fixed and will include the following:

Wager Type Description Example $0.50 Payout $1.00 Payout
Straight 4 digitsin exact order 1234 $2,500 $5,000

4-way box 3identical digitsin any order 1112, 2111  $600 $1,200

6-way box 2identical pairsinany order 1122, 2211  $400 $800

12-way box  2identical digitsin any order 1123, 3211, $200 $400

24-way box 4 unique digitsin any order 1234,4321 $100 $200

4-way combo 3identica digitsinany order 1112, 1121 $2,500 ($2 play) $5,000 ($4 play)
6-way combo 2identicd pairsinany order  1122)1212 “$2,5004($3 play) $5,000 ($6 play)
12-way combo 2 identical digitsin any‘order 1123, 2311 $2,500 ($6,play) $5,000 ($12 play)
24-way combo 4 unique digitsin any order 1234, 21345, $2,500($12 play) $5,000 ($24 play)
4-way str/bx  str and box w/3 identical digitst 1112 $3,100 (exact order)  $600 (any order)
6-way str/lbx  str and box w/2 identical pairs 1122 $2,900 (exact order)  $400 (any order)
12-way str/box str and box w/2 identical digits 1123 $2,700 (exact order)  $200 (any order)
24-way str/bx  str and box w/4 unique digits 1234 $2,600 (exact order)  $100 (any order)




Risk Assessment Example

-Combination of matching or unmatched numbers would result in incorrect fixed prize vaidations

-Wager types (i.e., sir, box, etc.) and wager amounts (i.e., $0.50 or $1.00) result'in incorrect fixed prize
validations

-System accounting for validation amounts would be incorrect

Potential Test:

-Attempt to validate matched and unmatched draw numbers, including match '3, match 2, match 1 and
match 0. Also attempt to validate a non-winning ticket which match numbers from a previous
and/or future draw (include single draw, MUL TIDRAW, ADVANCE play, exchange tickets, etc.)

See transaction # s 4430, 3107, 5408, and 4431--11429 and 8211

-Include al winning validation transaction combinations in the test seript in order to verify. fixed prize
pay outs for all wager types and wager amounts See standard 5a

-Attempt to validate a multiple board winning ticket See transaction #6329

-Attempt to validate winning tickets on privileged and non-privileged terminals, including winning
tickets > $600 on retailer terminals See transaction # s 6227.and 6106

-Attempt to validate a previoudly paid ticket See transaction #4110

-Attempt to validate a winning ticket which has beenicanceled See transaction # s 2237 and 8110

-Attempt to validate alosing Pick 4 ticket which has winning numbers thet match the winning draw
numbers from another online game (i.e., Cash Quest) Seetransaction #9303

-Verify validations to expected results and trace transactions through system reports and | CS genera
ledger entry.

Risk Assessment Example

Specification or Element: Online Vendor Spec. 2.14.6
Cancdllations of aticket will be allowed. The ticket must be canceled on the

terminal where the ticket was produced, before draw break, on the same day.

Risk:
Appropriate wagers cannot be canceled, or Inappropriate wagers can be canceled.

Potential Test:

-Attempt to perform cancellations on valid,wager transactions See tr ansaction
#5320

-Attempt to perform cancellationsion invalid wager transactions, including:
.cancellation after the draw break "See transaction, #3329
.cancellation the next day See transaction #3227
.cancellation same day, different terminal“See transaction #6326

.cancdllation of other online games which caanot be canceled Seetrans. #'s
8318 and 7420




RiIsk Assessment
(continued)

= IIheriskassessment should alsoinelude. ...

Aconversion, Risk
#Retaller Inventory balances do not match
& Retaller account bal ances do.not match

& Tickets which werepreviously validated on the ald system will
validate on the new system.

& \Winning tickets created onithe old System do not validate on
the new system, OR losing tickets will validate.

& Tickets which werecancelled on'the ol d'system will validate
on the new system.

&sEtc., etc.

zLoad Volume Risk

& Testing should include a play generator or some other method
to ssmulate the transaction volume under normal conditions.

Siage, 3
Acceptance Tfesting

= \What IS amn acceptance, test?

& Any method used to obtain reasonabl e assurance on the accuracy
and integrity of new or modified applications prior to migration of
these programs into production

= Also referredteras @uality Asstrance, or “ QA* testing

& A small scale simulation which verifiesthe operation and
processing of the'system as defined inthe software and/or
hardware specifications. The simulationshould mirror the
production environment as closely as,possible.

= \Who should perform the'tesiz

&5 Someone other than those respansible for devel oping the system
code




Acceptance Testing
Audit Criteria

= |pierderfierthe acceptance testing precessito e efifective,
thetiellewing el ementssaould exist:

& Thetest should be designed to achieve assurance objectives
relative to the changes made (1A risk assessment)

& A standard procedure for. execution and documentation of the test
and review of output should be developed and enforced
& Audit should determine whether or not thell T department has'an
adequate test plan. A test plan should include:
- A testscript

- Specific/detailed test script instructions, including hew to handle and
document exceptions

- Test environment set-up
Balancing and reconciliation procedures
Exception reports

Acceptancee Testing
Audit'Criteria

= Injerderfor theacceptance testing processito be
effective; the follewing elements sneuld exist
(continued):

& T heperfiermance of test transactions sneuld be stiietly
controlled and decumented

& Test script transactions should be logically labeled (i.e.,
transaction # 3150 identifies the transaction as occurring on
day 3, terminal 1, transaction 50)

& Performance of the test transaction should be clearly
documented (i.e., “checking off* the transaction asit is
successfully performed)

&sExceptions should be documented onithe test script as testing
oCCurs

& Test transactions used to satiSiy Specific requirements should

be identified in order to ensure they are effectively performed
(i.e., MUSL Security Standards)




A cceptance, I esting
Audit Critera

= |nierder for. the acceptance testing pProcess toihe
effective; thelfoll owing,elements sheuldiexi st
(continuead):

2 All outpltshetldie verriiédto expected results

= Expected results should be decumented on the script prior to
performance of the test

#Depending on the magnitudeof the'test, knternal Audit should
be responsible forreviewing alhor some of the documented
expected results (i.e., re-calculating,wagerandwalidation
totals, verifying purged‘and partially purged transactions, €etc.)

zsExceptions should be clearly documented, including “ script
errors’

Acceptance, ['esting
Audit Crlten a

= Injerder for the:aceeptance testing process toybe
effective; the following elements sheuldiexist
(continued):

& Programichianges,shouldiiae appropriately appreyed-and
migratediinie; preduction

& The internal auditor should obtain and review all appropriate
approvals, ineluding vendor. and management approval

#|Internal Audit should ensure that the correet software versions
are migrated into praduction (i.e.ymatching checksums)




Stage 4
A ccess Controls

= Reguest aprototype.system to reviewand testascess
rights, Camal so helpite identify Usarneeds; etc.

= Donttasstimeithe vendoerknows your businessyules!s L ook
for segregatien cencerns; usiness need, Elc.
= |essons |earned? IHene are some of the accessiissueswe
Identified:
& Ability to print ablank prize payment,check — additional
access controls were devel oped
&5 Segregation of administrative check pracessing and printing
& Segregation of administrative check,processing and “merge
check” function
&5 Pack status change screen aceess
&5 |P address issue

Stage S
Post-Conversi on

= Stayiermed abeut the problems.

= ey that the prollems and resolUtionsare Well
documentead:

= Verify that theresolutionsare adequatel y tesiedyprior
to migrationinte; preducti on.

= SAS 70
= LA exceptions?




Post-Conversion: lissues

= Packsiactivated more than 60 days did net seitiefior
DISABLEDretail efs;

= When aretailers settlement option I's changedifromi yes to
‘no’ , packsWhilciiwere previously activated didinot sattle,

= GVT terminaiswerevalidating tickets irregardiessefitheir pack
status, includimgjunactiveted, stelen,and returned;

= Returned packsWhichwere,activaiediand not settledwere not
recorded as ‘ returned® Inlthegeneral ledoer.

=« A $1 Rolldown wager Was prediced because playsip wagers
for that game were not suppressaad

= A “live’ Powerball ticket waspreducedyn the'online vendor’ s
computer room because wagersiiad et iagen suppressed on that
terminal.

= STAY INFORMED !!!

Questions?

Thank Y.ou.
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